Prairie City Iowa

SECTION 17 - TECHNOLOGY USE POLICY
POLICY 
 
The City of Prairie City authorizes the use of computers / Internet / intranet / e-mail / text messages / telephone system / cellular phone / voice mail / fax transmittals (collectively “technology”) for the support of all City tasks. It is expected that individuals will use technology to improve their job knowledge, access business related information and communicate with peers in other governmental agencies and the private sector. Employees should not use technology inconsistent with the mission of Prairie City. Every employee has a responsibility to maintain and enhance the public image of the City, and to use technology in a productive manner. The purpose of this policy is to outline accessibility and usage of technology. Guidelines are provided for in this policy to ensure that all employees are responsible, productive technology users and are protecting the public image of the City. 
 
SCOPE 
 
This policy is applicable to all employees, offices, and departments within Prairie City Government.   Departments may enact stricter policies if department heads deem it necessary.  
 
I. GENERAL POLICIES 
 
A.   Permitted Use 
The City expects employee use of City technology for business purposes. The City recognizes, however, that employees may, from time to time, use City technology, including the internet and e-mail, for personal use during working hours. Such personal use is permitted provided (1) it does not interfere with the performance of the employee’s job duties and obligations; and (2) it does not violate this policy or any other City policy; and (3) it does not interfere with the operation of City technology. 
 
B. Right and Ability to Monitor 
All technology, including the e-mail system, are the property of the City. All electronic data and information, including electronic messages, on or within City technology are the property of the City. All messages sent through electronic means are public records unless otherwise provided by the Iowa Open Records Act (Chapter 22). The City maintains the right and ability, with or without notice to the employee, to access and review any information contained on City technology, even if protected by private password. Those individuals using City technology have no expectation of privacy in connection with the use of such technology or transmission, receipt, or storage of information through the use of such technology. The City specifically reserves the right to monitor all internet usage, and e-mail messages either composed or received in the e-mail system. It is possible that e-mail sent from the City can be intercepted on the local system and on the Internet; therefore the user should not expect any degree of privacy regarding e-mail messages of any type, including e-mail messages sent or received through a City e-mail account or through a private web-based e-mail account accessed using City technology. 
 
II. PROHIBITED USES 
 
The following uses are strictly prohibited. 
• Excessive personal use of City technology during work hours. 
• Using technology to engage in any conduct that violates any federal, state or local law, or any of the City policy, including but not limited to, using City technology to engage in any form of gambling, harassment, or accessing or transmitting any obscene or pornographic material through City technology. 
• Engaging in any political activities. 
• Revealing your account password(s) to others or allowing use of your account(s) by others. This includes family and other household members when work is being done at home. 
• Any commercial use or any use for personal gain. 
• Obtaining and/or using another user’s passwords. 
• Attempting to gain access to files and resources to which you have not been granted permission. 
• Making copies of another user’s files without their knowledge and consent. 
• Stealing, vandalizing or obstructing the use of computing equipment, facilities, or documentation. 
• Installing non-work related software on your computer without the express consent of the Information Technology Department. 
• Sending unsolicited e-mail messages, including the sending of “junk mail” or other advertising material to individuals who did not specifically request such material (email spam). 
• Posting, uploading, or downloading of pornographic or vulgar messages, photos, images, sound files, text files, video files, newsletters, or related materials. 
• Violating the rights of any person or company protected by copyright, trade secret, patent or other intellectual property, or similar laws or regulations, including, but not limited to, the installation or distribution of “pirated” or other software products that are not appropriately licensed for use by the City. In order to protect the City from copyright infringement penalties, only software purchased by the City shall be operated on City owned computer hardware. 
• Unauthorized copying of copyrighted material including, but not limited to, digitization and distribution of photographs from magazines, books or other copyrighted sources, copyrighted music, and the installation of any copyrighted software for which the City  or the end user does not have an active license. 
• Exporting software, technical information, encryption software or technology, in violation of international or regional export control laws. 
• Introducing malicious programs into the network (e.g., viruses, worms, Trojan horses, malware, spyware, etc.). 
 
This list is by no means exhaustive, but attempts to provide a framework for activities which fall into the category of unacceptable use of City technology. Any employee who uses City technology in an inappropriate manner will be subject to discipline, up to and including discharge. Further, any employee aware of any activity or activity by another employee that violates this policy is required to notify their department head and the Information Technology Department immediately. If you are unsure as to an item’s appropriateness, consult the Information Technology Department or Human Resources Department. 
 
III. CITY SOCIAL MEDIA USE 
 
Social media refers to online tools and services that allow any Internet user to create and publish content. Many of these sites use personal profiles where users post information about themselves. The “social” in social media comes in as these individuals find others with similar interests and interact with them through online communities. Social media allows for the easy sharing and re-purposing of existing content, expanding the reach of your work and enabling others to share it with their friends and networks. Examples of social media services include Facebook, Twitter, LinkedIn, blogs, YouTube and Flickr. 
 
The City recognizes that social media use is an important tool to communicate with citizens and hear directly from them. These “conversations” are what makes social media so different from traditional forms of communication. As such many City departments and programs utilize official social media presences, similarly branded to communicate that the information they are communicating is official and reliable. Prairie City seeks a unified approach to utilization of social media sites by its departments and elected officials. Social media sites should be reflective of the City’s website and other marketing tools. 
 
Access to social media networks from within the City’s IT infrastructure is limited to individuals performing official City business and to agencies or departments with sufficient information and technology security controls. This excludes any and all personal communication.  
 
Employees who post on behalf of a City department must adhere to the following policies: 
• Departments shall only utilize City endorsed social media networks for hosting official City social media sites. 
• Employees shall not create City related social media sites without authorization and oversight of the City Administrator.  
• Employees responsible for social media sites should respect the City’s “collective voice” by remaining professional in tone and in good taste. 
• Whenever possible social media sites should link back to the City’s website.
• Employees participating in social media sites shall limit the amount of time spent attending to department’s social media presence to what is needed to post content, evaluate traffic data, review related sites and monitor comments. 
• Any articles or documents posted are subject to Iowa Public Records laws. Users shall be notified that public disclosure requests must be directed to the relevant department. 
•Prairie City respects the right of employees to write blogs and use social networking sites and does not want to discourage employees from self-publishing and self-expression. Employees that maintain a professional blog, contribute to another’s professional blogs, or make comments on blogs or other social media sites must maintain a professional tone and are prohibited from: 
• Disclosing City confidential information or making any statements that violate City policies. 
• Representing that you are speaking or acting on behalf of the City , or that you are representing or presenting the view of the City  unless specifically authorized by the City. 
• Employees are expected to follow the guidelines set forth in this policy and the best practices guidelines to provide a clear line between you as the individual and you as the employee. If you publish content to any website outside of the City  and it has something to do with work you do or subjects associated with Prairie City, use a disclaimer such as this: "The postings on this site are my own and don't necessarily represent the City of Prairie City's positions or opinions." 
 
Employees should keep in mind that they are subject to legal action for posting material on a personal blog or social network page that is defamatory to persons; and for posting private information about a coworker’s medical or financial affairs. Additionally, the City requires that employees make clear that any views and positions described on a personal blogs or social network page are their own and not those of the City. 
 
Any City social media site in which the department permits public comments should contain the following language: “Use of this site is subject to the City’s Social Media policy and the user guidelines.” 
 
The following language governs all public comments on social media sites. It will be posted on the City’s website and social media site: 
“The purpose of this site is to present matters of public interest in Prairie City to its many residents, businesses and visitors. We encourage you to submit your questions, comments, and concerns, but please note this is a moderated online discussion site and not a public forum.”
 
Once posted, Prairie City reserves the right to delete submissions that contain: 
a) Profanity and vulgar or abusive language; 
b) Personal attacks or threats of any kind; 
c) Offensive comments that target or disparage any ethnic, racial, or religious group. 
d) Sexual content or links to sexual content 
e) Sensitive information (for example, information that could compromise public safety or ongoing investigations) 
f) Spam or include links to other sites; 
g) Comments not topically related to the particular social medium article being commented upon clearly off topic; 
h) Advocate illegal activity; 
i) promote particular services, products, or political organizations/candidates; 
j) Infringe on copyrights or trademarks; 
k) Use personally identifiable medical information. 
Please note that the comments expressed on this site do not reflect the opinions and position of the Prairie City government or its officers or employees. If you have any questions concerning the operation of this online moderated discussion site, please contact <insert dept>@prairiecityiowa.us.” 
 
Employees postings on personal social media outside of their professional duties must adhere to the following policies: 
 
Prairie City respects the right of employees to write blogs and use social networking sites and does not want to discourage employees from self-publishing and self-expression. Employees that maintain a personal social media site or make comments on blogs or other social media sites must maintain a professional tone and are prohibited from: 
• Disclosing City confidential information or making any statements that violate City policies. 
• Posting on personal social media sites during working hours.  
• Representing that you are speaking or acting on behalf of the City, or that you are representing or presenting the view of the City unless specifically authorized by the City. If you publish content to any website or social media site outside of your professional duties and it has something to do with work you do or subjects associated with Prairie City, use a disclaimer such as this: "The postings on this site are my own and don't necessarily represent Prairie City's positions or opinions." 
• Posting on the City’s social media site without disclosing your employment status. Whether you are at home or in the office, working for Prairie City is a material fact that may influence content and that community members have a right to know about. If the nature of your comment is confidential, or recommends an action which could adversely affect our citizens or your co-workers, the City reserves the right to delete your comment. 
 
Also be aware that: 
         Your activities may attract media interest in you as an individual, so proceed with care whether you are participating in an official or a personal capacity. If you have any doubts, seek advice from your supervisor or manager. 
         State law does not give you unlimited “free speech”; your comments could lead to legal action or discipline depending on the context. When you choose to go public with your opinions you are legally responsible for your commentary. Individuals can be held personally liable for any commentary deemed to be defamatory, obscene (not swear words, but rather the legal definition of “obscene”), proprietary, or libelous (whether pertaining to City staff or individuals). For these reasons, you should exercise caution with regards to exaggeration, colorful language, guesswork, obscenity, copyrighted materials, legal conclusions, and derogatory remarks or characterizations. 
